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Introduction

Compliance is a major focus area for Microsoft el Office 2007 system. During
design and development, specific attention was paid to features that enable regulated
document management, including:

Audit trails

Record and document retention policies

Document level security

Open file formats (OpenXMland XPS) that allow documents to be machine
readable, human readable, and consistent in presentation across systems

1 A consistent, thorough secure software development methodology (Security
Development Lifecycle) that was applied to all the applicationgiored herein
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While these features can be applied to a broad range of regulations, including Sarbanes
Oxley and HIPAA, they also apply to 21 CFR Part 11. Thus, the Microsoft Office
SharePoint Server 2007 (MOSS 2007), when combined with other Microsoft
technologies, including Active Directory, Information Rights Management, and
(optionally) the Microsoft PKI system, provides a system that may be configured to assist
with 21 CFR Part 11 compliance when implemented as part of a broader compliance
framework. Although mostsoftware cannot be compliant by itsele use of MOSS

2007 and other Microsoft technologiesn be implemented as a component of a broader
framework of policies, procedures, and other systems that are put in place by the
implementing party

The following pages provide a table mappof@1 CFR Part 11 sections to the Microsoft
relevant technologies that can assist with compliance. This white paper will not only
describe the regulation, but will also detail the specific features and configurations of
SharePoint, Office 2007, Internet Infoation Server (11S), Windows Server, Windows
Rights Management Service, ASP.NET, and Active Directory, including actions to take
along with example screenshots.

This white paper may also be helpful for validation purposes, including but not limited to
providing guidance in developing test plans, pointing out areas to test for proper
configuration of the system, documentation of the steps taken when in an audit situation,
and detailing the development methodology used in producing the Office 2007.system



Disclaimer

The information contained in this document represents the current view of Microsoft
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Table 1: Map of Microsoft Technology Relevant
Technologies to 21 CFR Part 11 Requirements

Subpat B

11.10 Controls for closed systems
11.10 (a) Validation of systems
11.10 (b) Record review and
inspection

11.10 (c) Records protection and
retrieval

11.10 (d) System access

11.10 (e) Audit trail

11.10 (f)Operational system check
11.10 (g) Protect record from
unauthorized access

11.10 (h) Data input validation
11.10 (i) Personnel training
11.10 (j) Electronic signature polic

11.10 (k) System control

11.30 Controls for open system
11.50 Signature manifestation
11.50 (a) Signature information

11.50 (b) Control of signature
information

11.70 Signature/record linking.
Subpart C

11.100 General requirements.
11.100 (a) Uniqueness
11.100 (b) Identity verification
11.100 (c) Legal certification

11.200 Electronic signature
components and controls

11.200 (a) Norbiometric signature
11.200 (b) Genuine use of
biometrics signature

11.300 Controls focredentials
11.300 (a) Maintain of credentials
uniqueness

11.300 (b) Credential maintenance
11.300 (c) Process for lost or
compromised credentials

Relevant Microsoft Technology
Windows and Office 2007 Systems
Office 2007 Systems

Office 2007 Systems

Office 2007 Systems
Windows (lIS, Active Directory, ASP.NET)
Office 2007 Systems
Office 2007 Systems

Windowsand Office 2007 Systems
Windows, ASP.NET, Forefront

Not applicable

Windows and Office 2007 Systems
Windows (Rights Managemerahd Office
2007 Systems

Windows and Office 2007 Systems
Office 2007 Systems
Office 2007 Systems

Office 2007 Systems
Office 2007 Systems
Electronic Signatures
Not applicable
Not applicable
Not applicable
Not applicable

Windows and Office 2007 Systems
Windows and Office 2007 Systems

Not applicable
Windows (Active Directory)

Windows (Active Directory)
Windows (Active Directory)

Windows (ActiveDirectory)



11.300 (d) Safeguard to
unauthorized credential use Windows (Active Directory)

11.300 (e) Device maintenance Not applicable

Subpart B Electronic Records

11.10 Controls for Closed Systems

Persons who use closed systems to create, modlfytain, or transmit electronic

records shall employ procedures and controls designed to ensure the authenticity,
integrity, and, when appropriate, the confidentiality of electronic records, and to ensure
that the signer cannot readily repudiate the sigeeord as not genuine.

The following is a discussion of how the Microsoft Office system addresshese
requirements, with the specificocedures and contrdisrther detailedin the subsections
following this section

SharePoint Servexddressesuthenticity, integrity and confidentiality of electronic

records through access control and permission to the records ortlestimelividual

record level or a document library level. Users are assigned permissions to content and
records through permigsis whichlimit what they can dby administrators. Documents
identified as records can be senat@cord center for safe keeping and have separate
access control than when the document was authored and reviewed.

To protect confidentiality of an elgohic record, documents can be protected by
Information Rights Manageme(iRM) policy thatcould restrictusers from coppg or
printing documents even after the document is saved outside ShedrePoinServer.

SharePointalso addresses naapudiation through audit trailSharePoinprovidesan
auditable system of recasd audit policies can be configured for documents and items in
Office SharePoint Server 2007 to specify which events will be audited for each Content
Type or site level via the Information Management Policy capabilitids audit trail is

kept withadocument throughout the document and record life cycle.

11.10 (a) Validation of Systems

Systems alidation ensurgaccuracy, reliability, consistent intéed performance, and the
ability to discern invalid or altered records.

How Office 2007 System addresses the requirement

Addressing this requirement takes a couple forms: 1) Validation of the system as a whole,
and 2) validation of the individual documewtsrecords



To address validation of the systeifmere are three areas of validation that implementing
parties need to be concerned with: 1Q (Installation Qualification), OQ (Operational
Quialification) and PQ (Performance Qualification).

In the case dinstallation Qualification,the focus is omnsuring that the applicatios
installed correctlyandall Microsoft product generated installation lage maintained
which detail the installation as well as any errors that may dusegthe installéion
process.

Operational Qualification begins with the development methodaltiized to create the

software Most Microsoft productsandall the products detailed in this whitepaper,

adhere to the ASecurity Development Lifecycl
encompassesteps traditionally employed in software development methodology, places

a particular focus on development ofteedre that is secuddy design,in development,
andthroughimplementation. All major software releases from Microsoft, beginning with

the Office 2007 and Vistal/Longhorn Awaveodo of
through the internal processes andaitpoints detailed in the Security Development

Lifecycle methodology, and must be signed off on by a Security Officer before the

particular software can be released to the general public.

The details of the methodology are available on MSDN as well agghrpublished
works by Steve Lipner and Michael Howard (see the Reference section for more
information).

Operational Qualification extends to the operation of the software. To that end, most
Microsoft software, and all the products detailed in thigepaper, provide detailed error
logging and troubleshooting information that can be gained through a proper
implementation of the Microsoft Operations Manager (or MOM)fact, any software
release must include a management pack for MOM before theytartsoftware can be
released to the general public.

The details of the MOM management pack for all relevant software are available in the
References section of this document.

Performance Qualificatioalways includeshe question-i Does t he soft ware p
the end usersd needs?0 As t hat question can
the final step in validation of the software needs tthieelevelopment of test plans and

testing of the software in the environmentuhich it will be utilized. These test plans

can bemodeledon this whitepaper tassist withthe proper configuration of the software.

While the overall validation of the softnais up to the implementing party, Microsoft

has assisted in the validatitirough the creation of the development methodology,
implementation of the MOM management packs, implementation of the installation logs,
and development of this whitepaper to give guidance in the configuration of the software
and development of the tgdains for performance qualification.



Finally, Microsoft recommends that companies periodically audit their own
implementation of the software, in order to ensure that the guidelines specified herein are
applied to their production systsrmand are enforcethroughout.

To address validation of the individual documeftisarePoinprovides auditing features
to facilitatethe validation process.

As SharePoint serves designed as an auditable systdmadministrator can configure
the system to audit dament creationspecificallydocumenimodification and deletion
among other things so all changes to a documeaudited. Additionally, you can also
extend the auditing capabilities to include additional information such as version and
workflow status.

For Document level, you have the following @ibox choices of auditable event$his
can be configured on site collection level, document andlistontenitype level

Auditing
Specify the events that should be audited For documents and items subject ta this
policy,

[¥ Enable Auditing

Specify the events ta audit:

r Opening or downloading documents, viewing items in lists, or
viewing ikem properties

[~ Editing ikems
[T Checking out or checking in ikems
[~ Maving ar copying items ta anather lacation in the site

[” Deleting or restaring items

To configure a document library, select Document Library Settings (as shown below)
fromthedocument | i braryo selestéltnfiomgmatmeon mamdaddam
pol i cy s e théPermigsions and Paides section.

For cont ent

t you can define this under
management po

ype,
licy settingso.

For site collection level, the configuration is the same as configuring site level auditing
events discussed below.



Home = Sites = Mon Drug Projecks = SOP Library

SOP Library

Library For SOPs

Mew = Upload = actions = | Setkings =

. Create Column
J:|_| Add a column to store addikional

@ Jor e 6i7/2g information abouk each item.

Managemment

Add Columns from Site Columins

'Eﬂ EDE'-'"_“E!"': B/7 120 J:|_i Pick from a list of existing colurmns on
LDrniEEon this site and parent sites,

IEH rqual:lhtlﬁs ' 11{18 Create Yiew
ANagernen () | Create a view to select columns,
] HarryTest] 11/15f  * | filters, and ather display settings.
|£_|_’| IT Pracurermant Bi7 )20 i Document Library Settings
. Manage setkings such as permissions,
B office &7 20 columns, views, and palicy,

Proriirement

SharePoint Servalso enabletheaudit of site level for the following evenés shown
below. To set this setting, follow tlilew belowto the Top Level Site Settings if you are
not currently orthetop level site:

Site Actions-> Site Settings> Top to Top Level Site Settings

Under Site Colledgton Admi ni stration, sel ect NnSite

Lists, Libraties, and Sites Specify the events to audt:

apecify the events that should be audited for lists, libraries, and sibes within this sie

collction [™ Editing content types and columins

[ Searching site content

[™ Editing users and permissions

11.10 (b) Record Review and Inspection

The ability to generataccurate and complete copies of records in both human readable
and electronic form suitable for inspection, review, and copying by the agency. Persons
should contact the agency if there are any questions regarding the ability of the agency to
perform suctreview and copying of the electronic records.

How Office 2007 System addresses the requirement

Documents stored in SharePaimtheir native format can be viewed with the
corresponding viewedipplication

Additionally, Microsoft Office SharePoint Server 2007 includes an extensible framework
and runtime support to enable your own custom document converters for the document
libraries in a Web application. A document converter is a custom executable file that



takes a document of one file type, and generates a copy of that file in another file type.
Using document converters, you can transform your content into different versions to suit
your business need€onverter will respect IRM rights associated with tocument.

For examples of document converter implementation, please refer to the ECM start kit at:
http://www.microsoft.com/dowlnads/details.aspx?FamilylD=38CA6B32BE-4489
8526 F09C57CD13A5&displaylang=en

Additionally, when the documents in question are written in the Microsoft Office 2007
system, the new OpenXML file format allows the document to be accessible
electronically {e. machine readable in XML in its component parts) while still

maintaining the ability to be viewed as a whole through Word, Excel, or PowerPoint as
appropriate. Saving the document in XML Paper Specification (XPS) format provides the
best of both worldsa machine readable document (in XML) whose formatting does not
change regardless of the printer, screen, or viewing application used to display the
document.

A description of the OpenXML format is found attp://www.ecma
international.org/publications/standards/EeB¥db.htm

A description of the XML Paper Specification (XPS) is found at:
http://www.microsoftcom/whdc/xps/downloads.mspx

Both XPS and OpenXML are native file formats for Office 2007 and are understood and
readable by the Vista operating systasnwell

Agendesand inspecta@can be given readnly access to documents duritg review
process Electronic documents will be viewed either nativelyroother formatwvia
document converters viewers.

11.10 (c) Records protection and retrieval

Protection of records to enable their accurate and ready retrieval throughout the records
retention jeriod.

How Office 2007 System addresses the requirement

Microsoft Office SharePoint Serv@007Records Centersan beorganized to match

your file plan The policies for content in the site can be configured to match your
retention schedules, and thetadata for that content can be set up to capture whatever
information you need for the lorigrm management of those recoréecord managers
can useherecord center to:

1) Automatically receie/route records declared from other sou@dRecords
Centersare able to determine how the Content Type of a declared record
translates to an appropriate record series in the file plan, and then file the record
into the appropriate location.


http://www.microsoft.com/downloads/details.aspx?FamilyID=38CA6B32-44BE-4489-8526-F09C57CD13A5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=38CA6B32-44BE-4489-8526-F09C57CD13A5&displaylang=en
http://www.ecma-international.org/publications/standards/Ecma-376.htm
http://www.ecma-international.org/publications/standards/Ecma-376.htm
http://www.microsoft.com/whdc/xps/downloads.mspx

2) Hold order® The Records Center includes a powerful hold order system to locate
records relevant to particular event requiring a hold order, suspending disposition
of those records for the duration of the event, and for resuming normal disposition
once those events haended.

3) Separate access contflRecords Centeran giveyou the flexibility to specify
whether users can access any section of the Records Center, whether they can
view or add items, independent of the permissions those users hauthoring
and colaboratiorsites.

Documents can be attached to a policy that defines content expiration and version control
policy.

Information Management Policy allows records managers and administrators to specify a
Apolicyo that defi nes ohentso thahites cemplant withha s ho u | d
records management programdgivenregulatiors. Policiescan be definednd

attachedo content types, document libraries & lists in collaborative and records spaces

so that once the policies are applied, all contéassified within that content type or

locationwill automatically be managed in accordance with that policy, without any active
enduser participation

The following isa screenshot of a policy definition page for a content type:



http://ethang-server/sites/northwind/records/_layouts/policyconfig.aspx?List={72b22feB-95d9-4764-9C ~ | ¢4 | 3¢ [{| s search

b\ )
T — —_— 4
& I [EglvlaMklmﬂRecmdsManag... ]ﬁEditPnliqr xl ] &~ ~ = v [T]Page v G Tools ~
Northwind Traders Welcome Ethan Gur-esh * | My Site | MyLinks = | @ | Beta Feedback  *
Ted
il %" Records Center

i Edit Policy: Document

Name and Administrative Description Mame:

The name and administrative description are shown to list
managers when configuring policies on a list or content type.

|Dc:cument

Administrative Description:

Supplier contracts are retained for 5 -
years after their final effective date.
N
Policy Statement Policy Statement:
The policy statement is displayed to end-users when they Do not discuss pending contracts with N
open items subject to this policy. The policy statement can individuals outside of the account team.
explain which policdes apply to the content or indicate any -
spedial handiing or information that user's need to be aware
of.
Labels
Enable Labels
‘ou can add a label to a document to ensure that important
information about the document is induded when it is
printed. To specify the label, type the text you want to use
in the "Label format™ box. You can use any combination of
fixed text or document properties, except calculated
properties such as GUID, To start a new ling, use the \n
character sequence, L
Auditi
o Enable Auditing
Spedify the events that should be audited for documents and
items subject to this policy.
Expiration Enable Expiration
Schedule content disposition by spedifying its retention
period and the action to take when it reaches its expiration The retention period is:
date.
N @ A time period based on the item's properties:
Final Efective Date v + 5 years v,

(Z) Set programmatically (for example, by a workflow)

When the item expires:
(Z) Perform this action:
Delete -
@ Start this workflow:
Disposition Approval -

Form Conversion for Archivi
o Conversion for Archiving [C1Enable Form Conversion for Archiving
Generates an image of a form, which can then be archived.

When you enable archiving, an image is generated for each
form in the library. After you enable archiving, an image is
generated each time a new form is added to the library or an
existing form is modified.

Barcodes

Assigns a barcode to each document or item. Optionally,
Microsoft Office applications can require users to insert these
barcodes into documents,

Enable Barcodes

[ o J[ camcel J[ pekte |

Microsoft Office technology allows content that is outsiderdpository to be secured on
the basis of policies as well by using the Rights Management Server. With the 2007
system, an access control policy set up for a SharePoint site can also be maintained for



documents on the desktop. These rights also extengi@eon, printing, forwarding,
and copying, thereby ensuring a higher level of content security than has been possible
with traditional approaches.

11.10 (d) System Access
Limiting system acess to authorized individuals

How Office 2007 Systenaddresses the requirement

SharePoint sites contamg information or document® be protected should not allow
anonymous accesd.heUser will need to be authenticated before actet®e siteis
granted

The following areauthenticatiormethods for SéwePoint (or any ASP.NET application)

1 Windows integrated (NTLM, Kerberos, or certificate)iser is authenticated
when they log on their compute his isenforced bylS.

1 Basic authentication user enters domain credentifds authentication before
access to the site is granted. Thigigorced byIS. As credentials argentas
plain textby default this option should use SSL or other mechanism to encrypt
the http traffic.

1 Forms basedr SSOi user enters credentials assigned to them that mayenot
their domain credentialsAs with Basic AuthenticationtHHTTP traffic needs to be
encrypted to protect the credentials. This requires additional settings on
web.config file for the web application.

Authentication setting is set per web applicatiom ¢bntainer that hosts portal and
collaboration sites) and is configured through SharePoint Central Administration
Application.

The followingis a sample web.config fiesedto sstup formsbased authenticatiomle-
based accesand denies access toauthenticated users:

<configuratiorr
<connectionStrings
<addname"MySqlConnection'tonnectionString"Data
Source=MySqglServer;Initial Catalog=aspnetdb;Integrated
Security=SSPI;" />
</connectionStrings
<system.web
<authenticatiormode="Forms" >
<formsloginUrl="login.aspx"
name".ASPXFORMSAUTH" />
</authentication
<authorizatiomr
<denyusers"?" />
</authorizatior



<membershiglefaultProvider"SqlProvider'userlsOnlineTimeWindow/'15">
<providers
<clear/>
<add
name="SqlProvider"
type="System.Web.Security.SqIMembershipProvider"
connectionStringNan®MySqlConnection”
applicationName"MyApplication”
enablePasswordRetriewdfalse’
enablePasswordResétrue'’
requiresQuestionAndAnswettrue'
requiresUniqueEmadl'true"
passwordFormat'Hashed" />
</providers
</membership
<roleManagedefaultProvidex"SqlProvider"
enablee"true”
cacheRolesInCook#true
cookieName".ASPROLES"
cookieTimeout"30"
cookiePatk"/"
cookieRequireSSt'falsé'
cookieSlidingExpiration"true’
cookieProtection"All" >
<providers
<add
name"SqlProvider"
type="System.Web.Security.SqlRoleProvider"
connectionStringNan=MySqlConnection”
applicationNams"MyApplication” />
</providers
</roleManager
</sydem.wel»
</configuratior»

After authenticationthe user will also need to be assigned appropriate rights to access
specific features and contents. Details on how to configure user roles and rights are
discussed irsection 11.10 (g) of this paper.

11.10 (e) Audit Trail

Use of secure, computgenerated, timstamped audit trails to independently record the
date and time of operator entries and actions that create, modify, or delete electronic
records. Record changes shall not obscure previously reciofdesiation. Such audit

trail documentation shall be retained for a period at least as long as that required for the
subject electronic records and shall be available for agency review and copying.



How Office 2007 System addresses the requirement

As discused in 11.10 (a) audit trails SharePoint are provided at the document level,
aresequentiaby machine dateand capture associated metta with the document
including operator, document location, and action taken on the document. These audit
trails arekeptin associatiomwith the document throughout its life cycle.

Out of box, you can accetize audit log at site collection level frothe Site Actions
menu and then select AAudit |l og reportso fr

View Auditing Reports

IUze these reports bo view Godik Log data collecked For this Site Collection,

-| Content Activity Reports
@ Conkent modifications

This report shows all events that modified content in this site,

B  Conbent bype and list modifications
This report shows all events that modified content bypes and lisks in this site,

@ Conkenk viewing
This report shows all events where a user viewed content in this site,

@ Deletion

This report shows all events that caused content in this site to be deleted or restored from the Recvcle Bin,

=| Custom Reports

Manually specify the filkers For your Audit Report,

= Information Management Policy Reports
@ Expiration and Disposition

This report shows all events relaked to the expiration and disposition of conkent in this site,
@ Policy modifications
This report shows all events related to the creation and use of information management policies on content in this site,

-l Security And Site Settings Reports

@ Auditing settings
This report shows all events that change the auditing settings of \Windows SharePoint Services,

@ Security settings
This report shows all events that change the security configuration of Windows SharePoint Services,

An example of running a custom report:



Run a custom report - Customize

Manually specify the Filters For vour Audit Report,

Location

Specify whether this report should be restricted to a particular list in this Site Collection.

Date Range

Specify a date range that this report should be restricted to.

Users

Specify which user this repart should be restricted ko,

Events

Specify whether this report should be restricted bo particular events, IF no event filters are
specified, the report will include all events matching the other restrictions.

Resulted report:

Itemid Userld

3f3fh11c-1 CONTOSOmiker
33t 11c-1 CONTOSOmiker
3f3fh11c-1 CONTOSOmiker
3f3th11c-1 CONTOSOmiker
3f3th11c-1 CONTOSOmiker
3f3h11c-1 CONTOSOmiker
3f3fh11c-1 CONTOSOmiker
3f3fh11c-1 CONTOSOMuisb
3f3fh11c-1 CONTOSOWuisb
3f3fh11c-1 CONTOSOWuisb
3f3fb11c-1 CONTOSOlbrianc
3f3fb11c-1" CONTOSOlbrianc
3f3fb11c-1 CONTOSOMbrianc
33t 11c-1 CONTOSOmiker
3f3fh11c-1 CONTOSOmiker
3f3th11c-1 CONTOSOmiker

DoclLocation

SiteDirectory/ndp/SOP Library [l/Personnel Management docx
SiteDirectory/ndp/SOP Library [l/Personnel Management docx
SiteDirectory/ndp/SOP Library I/Personnel Management.docx
SiteDirectory/ndp/SOP Library [l/Personnel Management.docx
SiteDirectory/ndp/SOP Library [l/Personnel Management.docx
SiteDirectory/ndp/SOP Library [l/Personnel Management.docx
SiteDirectory/ndp/SOP Library [l/Personnel Management docx
SiteDirectory/ndp/SOP Library [l/Personnel Management docx
SiteDirectory/ndp/SOP Library I/Personnel Management.docx
SiteDirectory/ndp/SOP Library I/Personnel Management.docx
SiteDirectory/ndp/SOP Library [l/Personnel Management.docx
SiteDirectory/ndp/SOP Library [l/Personnel Management.docx
SiteDirectory/ndp/SOP Library [l/Personnel Management docx
SiteDirectory/ndp/SOP Library [l/Personnel Management docx
SiteDirectory/ndp/SOP Library I/Personnel Management.docx
SiteDirectory/ndp/SOP Library I/Personnel Management.docx

Occurred (GMT)

¥ Restrict this repork k0!

Web:

Mon Drug Projects =

List: | S0P Library -

Start Date:

10/1/2006 i

End Date:

10/30/2006 iz

Users:

& w

r Opening or downloading documents, wiewing items in lists, or
viewing item properties

¥ Editing items

¥ Checking out or checking in items

™ Moving or copying items to another location in the site

Event
6/8/06 12:41 PM Update
6/8/06 12:41 PM Check Out
6/8/06 12:41 PM Update
6/8/06 12:41 PM Check In
6/8/06 12:45 PM Check Out

6/8/06 1:31 PM Update
6/8/06 1:31 PM Check In
6/8/06 1:40 PM Check Out
6/8/06 1:43 PM Update
6/8/06 1:43 PM Check In
6/8/06 1:49 PM Check Out
6/8/06 1:50 PM Update
6/8/06 1:51 PM Check In
6/8/06 2:04 PM Check Out
6/8/06 2:05 PM Check In

6/13/06 12:15 PM Check Qut

EventData

<Versionz<Major=0</Major=<Minor=1</Minor=</\Version=
<Version=><Major=0</Major=<Minor=1</Minor=</Version=
<Version><Major=0</Major><Minor=1</Minor=</Version=
<Version><Major=0</Major><Minor=1</Minor=</Version=
=Version=<Major=0</Major><Minor=2=</Minor==/Version=
<Version=<Major=0</Major=<Minor>2</Minor=</Version=
<Versionz<Major=0</Major=<Minor=2</Minor=</\Version=
<Version=><Major=0</Major=<Minor=3</Minor=</Version=
<Version»<Major=0</Major=<Minor>3</Minor=</Version=
<Version><Major=0</Major><Minor=3</Minor=</Version=
=Version=<Major=0</Major><Minor=4=</Minor==/Version=
<Version=<Major=0</Major=<Minor=4</Minor=</Version=
<Versionz<Major=0</Major=<Minor=4</Minor=</\ersion=
<Version=><Major=0</Major=<Minor=5</Minor=</Version=
=Version=><Major=1</Major=<Minor=0</Minor=</\ersion=

It is possible to view the audit history as a site feature with a couple lines of ASP code.
The following code snippet will provide a siéde audit trail function which facilitates
viewing the adit history by reviewing parties.

To implement a customized audit trail report view, you create a regular ASPXhadge
inherits from an existing SharePoint master pagelow is an example of ASPX page
attributes:

<%@ Page Language="C#" Srd4yAudit.aspx.cs" AutoEventWireup="true"
Inherits="MyNameSpace.MyAudIlt MasterPageFile="~/_layouts/application.master"%>

Following is an example of a customized audit trail report feature:



Home = Sites = Mon Drug Projects = S0P Library

SOP Library

:nk Library For SOPs
Mew = Upload = | actions = | Settings -
Type | Mame Modified ]
IEI_] Conkract - | BI7l2006 3:18 PM
Managermenk
View Properties Edﬂlr?jzuua a18 PM
L2 Edit Properties
1;3 Manage Permissions 1E)Z006 3525 5
W] Edit in Microsoft Office Word 11/16/2006 9:03 FM
X Delete 6172006 3:19 FM
| Send To Y| gi7iz008 3:30 PM
._h Check Cuk
B] IUnpublish this wersion
Lyl version History
J Warkflows
Audit Hisbary:
Alert Me

The resuling audit history view:



Audit History: Contract Management

The kable below lisks the audit hiskars For this ikem,

Drate ser Event
6/512006 6:35:19 PM Mike Ran Update
B/512006 6:38:20 PM Mike Raw Wigw
B/512006 6:38:20 PM Mike Fan Wig

a5 2006 613521 PM Mike Fay Checkiouk
B/512006 6:38:46 PM Mike Ray Yig
&/512006 6:35:47 PM Mike Ray Update
&/5/2006 6:35:47 PM Mike Ray Yiew
&/5/2006 6:35:47 PM Mike Ray Yiew

A5 2006 G 38:48 PM Mike Ray CheckIn
BI5 2006 513917 PM Mike Ray Checkiouk
B/512006 6:39:19 PM Mike Fan Wig
B/512006 6:39:19 PM Mike Fan Wig
B/512006 6:39:20 PM Mike Ray Yig
&/512006 G:40:29 PM Mike Ray Update
&/5/2006 &:40:29 PM Mike Ray Yiew
&/5/2006 6:40:29 PM Mike Ray Yiew

A5 2006 G:40:30 PM Mike Ray CheckIn
E/512006 G:40:31 PM Mike Raw Wigw

&S 2006 Gi40:43 PM Mike Ray Checkiouk
B/512006 G:41:11 PM Mike Fan Update
B/512006 G:41:11 PM Mike Ray Yig
&/512006 G:41:12 PM Mike Ray Yigw
&/5/2006 6:41:12 PM Mike Ray Yiew
&/5/2006 &:41:13 PM Mike Fuay CheckIn

Dietails

w1

w1

w1
w1

w2

w2

w2
w3

w3

An audit trail can be extated relatively easily to record any additional information as
shown below in a code snippet from an event handler that writes a custom ebhent to
audit trail associated with the list item which can be a document:

SPListltem checkedinltem = eventPropestListitem;

checkedinltem.Audit. WriteAuditEvent(SPAuditEventType.Custom, "Event source such

as signature"”, "Additional

nf or mat

on

you n

While users of collaborative spaces can be given full rights to active content, the audit log
is tightly restricted. Only administrators (or users who are granted sufficient privileges)

are able to view the audit history, using Microsoft Office Extmaded reports. And no

user can selectively edit or delete individual audit entries. There are sotria keplbrts

including Deleted event repsifaccessed throughefi Si t e

Administration column of the site settings pagae below.

Actionsuo
Select fASite Settingso, an dheSitdEolectiore |

drop do

ect

inAud



View Auditing Reports

|Ise these reports to view Audit Log data collected for this Site Collection.

= Content Activity Reports

%))  Content modifications
This repart shaws all events that modified content in this site.
@ Content type and list modifications
This report shows all events that modified content types and lists in this site,
@ Content viewing
This report shows all events where a user viewed content in this site.
Ej Dieletion

This repart shows all events that caused content in this site to be deleted or restored from the Recyde Bin.

The Deletion rport shows details of the events:

Site Id Item Id User Id Document Location Qccurred (GMT) Event
77792d62-59f4-4ec 37a9211F-953e-4f LITWAREINC\brianc  it/ITSiteColl/deploysite3/Shared Documents/test. pdf  2007-01-15T01:06:01 Delete

11.10 (f) Operational System Checks

Use of operational system checks to enforce permitted sequenciep®bsd events, as
appropriate

How Office 2007 System addresses the requirement

SharePoint 2007 can enforce check in/out policy on document libraries. Under checkout
policy, auser can only view documents without checkout and has to checkout the
document before editing.

Check out policy is set via Versioning Settings off ofthe doeunt | i br ar y 6 s
Settings section as shown below:

Gene



Home > Sites = Mon Drug Projects = SOP Library > Settings = Wersioning Settings

Document Library Versioning Settings: SOP Library

Content Approval

Specify whether new items or changes to existing iterns should remain in a draft state until they have
been approved. Mare infarmation on content appraoval.

Document Yersion History

Specify whether a version is created each tirme you edit a file in this document library, More
information on versions,

Draft Item Security

Crafts are minor versions or iterns which have not been approved. Specify which users should be
able to wiew drafts in this document library. Mare infarmnation on draft security.

Require Check Out

Specify whether users must check out documents before making changes in this document library,
More information on requiring check out,

For |l i braries with

Require content approval For submitted items?

@ ves © o

Create a version each time you edit a file in this document lbrary?
= Mo versioning

= Create major versions
Example: 1, 2, 3, 4

{* Create major and minor {draft) versions
Example: 1.0, 1.1, 1.2, 2.0

Optionally limit the number of versions ko retain:
[T Keep the Following number of major versians:

[~ Keep drafts For the Following number of major versions:

s

‘whio should see draft iters in this docurment library?
= Any user who can read items

% Only users wha can edit items

' Only users wha can approve ikems (and the author of the itern)

Renuire documents ta be checked out before they can be edited?

& yes o

i tReuspuwillro@era @obuenenk agréad t

onlydwhen clickng on the document linky default andvill need to checkhe document

out before editing ashown below

Microsoft Internet Explorer

? | You are about to open:
‘-(} Mame: Contract b anagement. docx
From:  office-b2

Howw would vou like to open this file?
£ Fead Orly
" Check Out and Edit
™| Use my local drafts folder

]9 |

Some files can harm pour computer. [F this information looks
suspicious, or pou do not fully trust the source, do not open the file,

X]

SharePoint 2007 workflow capability enabdagomatd business processes, such as

documenteview and approval processbased orhe sequence of events prescribed in

the organizational policiesThe £quence of events associated vaifharticularworkflow

is tracked and enforced.

0

check



11.10 (g) Protect records from unauthorized access

Use of authority checks to ensure that only authorized individuals can use the system,
electronically sign a record, access the operation or computer Sygtignor output
device, alter a recordy @erform the operation at hand

How Office 2007 System addresses the requirement

SharePoint Server 2007 (via WSS v3) contratseas to Web sites, lists, folders, and list
items through a rol®ased membership sgsh by which users are assigned to roles that
authorize their access to Windows SharePoint Services objBEuscreatiorand
authenticatiorof the useandto which rolethe useis assigneds discussed isection
11.300i Controls for Identification Cosk / Passwords.

To give a user access to an object, you either add the user to a group that already has
permissions on the object, or creatrole assignment object, setting the user for the role
assignment and then adding the assignment to the collection of role assignments for the
object (such as list item, folder, list, or Web site).

Windows SharePoint Services includes the followingetgroups by default:
1 owners (administrator)
1 members (contributor)
9 visitors (reader)

You can either add new groups or customize existing groups to fine tune permission sets
for users.You can access the People and Group sdrgeelecting th&ite Actions->

Site Settings page undére Users and Permissions section to defiew groups and

adding users to groups:

Home = Sites = Mon Drug Projects = People and Groups = all Groups

People and Groups: All Groups

Groups Use khis page to view and manage all groups For this site colleckion,
= Maon Drug Projects Mew - Settings -
Contributars
) Add Users
= Mon Drug Projects Add users ko a group or site.

Controllers IMembers of this group can edit and approve pages, list items, and documents.

MNew Group
Create a new SharePoint group.

= Mon Drug Projects Members of this group can edit lists, document libraries, and pages in the site,

Consumers

Hierarchy Managers _j IMembers of this group can create sikes, and theyw can edit pages, list items, and documents
= Mare..,
Home Mernbers _j Use this group to give people contribute permissions ko the SharePoint site: Home
All People
e —— Home Owners _i Use this group ko give people Full control permissions to the SharePoint site: Home
Home Wisitors _j Use this group to give people read permissions to the SharePoint site: Home
Wi All Site Content
Mon Drug Projects Consumers _j LUse this group ko give people read permissions to the SharePaint site: Mo Drug Projects

Documents

By default, objects inherit permissions from their parent (document from document
library or folder, document library from sit site from parent site).

Following are thescreen shatofdefining a unique permission setting for a document.
The process is the same for library and. site



Confirmation dialog for defimg unique permissions different from parent:

Home = Sites = Mon Drug Projects = SOF Library = Standard Operating Procedure = Permissions

Permissions: Standard Operating Procedure

This document inherits permissions From its parent folder or library. To manage permissions directly click Edit Permissions from the Actions menu.

Actions

UsersiGroups Type User Mame Permissions
Contoso Adrinistrator User COMTOS0, administr akor Full Contral
Mon Drug Projects Consumers SharePoint Group Mon Drug Projects Consumers COnsUmers

B Microsoft Internet Explorer x|

Mon Drug Project

P | ou are sbout bo creake unique permissions For this document. Changes made to the parent folder or document library permissions wil no langer
‘-:/‘ affect this document.

Cancel |

An example 6finetunngapar t i cul ar groupds right s:

Home = Sites = Won Drug Projects = SOP Library = Standard Operating Procedure = Permissions = Edit Permissions

Edit Permissions: Standard Operating Procedure

Users or Groups Users:

The permissions of these users or groups will be modified, Mon Drug Projects Consumers

Choose Permissions Permissions:

hoose the permissions you want these users or groups ko have, ™ Full Control - Has full contral,

[~ Design - Can edit lists, document libraries, and pages in the Web
site.

™ Contribute - Can view pages and edit list items and documents.
I~ FRead - Can wview pages, list items, and documents.

[~ Approve - Can edit and approve pages, list items, and
documents,

[~ Manage Hierarchy - Can create sites and edit pages, list items,
and documents.,

r Restricted Read - Can wiew pages and documents, but cannat
wiew histarical versions ar review user rights information.

¥ Consumers - Read Only
™ cContributar - Add and Edit

™ Controller - Approve

11.10 (h) Data Input Validation

Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the
source of data input or operational instruction

How Office 2007 System addresses the reigement

Transport level encryption (such as SSL) can be used to secure the content (data input)
from users.

ASP.NET (which SharePoint is built on) sgske Message Authentication Code (MAC)
technique to protect key informatiosuch as view state datadeauthentication ticketso
make sure that the dateeanot illegally modified.

For cookiebased authentication (such as forms authentication), administrators can
configure cookie timeout parameters to be reasonably short to reduce the cookie reply
security risk.



For additional protection, Microsoft has developedefront Security for SharePojnt

which helps businesses protect their Microsoft Office SharePoint Portal Server 2007 and
Windows SharePoint Services 3.0 servers from viruses, unwargeafitl inappropriate
content. With a layered, multiple scan engine approach, Forefront Security for SharePoint
helps stop the latest threats before they impawot business and users.

11.10 (i) Training
Determination that persons who develop, maintairnyse electronic record/electronic

signature systems have the education, training, and experience to perform their assigned
tasks.

How Office 2007 System addresses the requirement

Microsoft product teams follow rigorous development and testing presiessts
product development includirthe Office 2007systemsas described iBection 11.10(a)
Validation of Systems.

Microsoft and many of its partrepfferextensive training courses, technical resources,
and certifications forNET, SharePoint anetlated technologies to help organizations to
educate and train their people for specific tasks.

11.10 (j) Electronic Signature Policy

The establishment of, and adherence to, written policies that hold individuals accountable
and responsible for actionstiated under their electronic signatures, in order to deter
record and signature falsification.

How Office 2007 System addresses the requirement

Creating a successful Records Management system starts with mappting out

0r g ani eeeotds nmanagesnegbals, anticipating the challengas organization

will face in making that vision a reality withime company and developing a policy and
implementation that fits these needs. Since planniadtéy to both the policy
development and solution implematibn phases, it is important to outline the challenges
faced at each stage so these can be kept top of mind when working aileboth
organizatiompolicy plan and implementation strategy.

At the policy planning stage, the major challenge is to devise a system that encompasses
an organizatiod surrent record&eeping needs: content types, media types, storage
requirements, business processes, and policies. It also needs to meet predsami leg

audit requirements, and be extensible and flexible enough to accommodate future content
types and retention requirements. Another important goal is to enhance information
retrieval, which will help employees do their jobs more efficiently and give

organization a competitive advantage.



In developing the policy foanorganization, the challenge is to create an overarching

policy document that is comprehensive but short, easy to read, and accompanied by

actionable retention schedules that can tieput into practical use. Furthermore the

policy needs to be integrated with the organ
management policies, and be able to absorb and integrate previous record keeping efforts.

At the implementation stage, the majoaltbnge is to create a system that stiies
organizationdéds workflow, one that will actua
their daily activities. The implementation must be simple enough for employees to grasp

quickly, easy enough to require griew extra steps (or clicks), but rigorous enough to

meet theo r g a n i avarallineead fér secord keeping within the organization.

Furthermore, any technology rollout must be manageable for the organization as a whole

T andnot significantly disrupt ormal business operatians

Microsoft Office SharePoint Server 2007 includes four information management policy
features to helpn organizatioomanage contenypeas shown in Section 11.10 (c):

Document gpiration
Document auditing
Document labels
Document bar codes

= =4 =4 A

11.10 (k) System control

Use of appropriate controls over systems documentation including:

(1) Adequate controls over the distribution of, access to, and use of documentation for
system operation and maintenance.

(2) Revision ancdchange control procedures to maintain an audit trail that documents
time-sequenced development and modification of systems documentation.

How Office 2007 Systenand Rights Management ServiceRMS)
addressthe requirement

Microsoft Windows RightMa nage ment Services (RMS) augment
security strategy by providing protection of information through persistent usage polices,

which remain with the informatior€ontent is protected with RSA 1024 Internet

encryption and authenticati®o that information will be safe in transit and will remain

with the document, no matter where it goes. For example, encrypted content stored on a

lost USB drive will not be accessible and viewable to any unauthorized viewer,

regardless of location.

This information protection technology works with RM&habled applications to help
safeguard digital information from unauthorizeddid®th online and offline, inside and
outside of the firewall. Record managers and administrators can define exactly how users
can use data and can place limitations on who can open, modify, print, copy, and forward
certain confidential information



Document permissiocan be restrictethrough Office 2007. The following is the screen
shot from Word 2008howingaccessothei Re st ri ct Per mi ssi ono menu
= R IR L R

\
Haome Insert Page Layout References kailings F

Prepare the document for distribution

=— Properties
E View and edit document properties,

Open.. such as Title, Author, and Keywords,

¥

4 @ b b/ I

Inspect Document...

Check the document for hidden
metadata or personal information

Save

Restrict Permission

Grant people access while restricting r
their ability to edit, copy, and print.

Save As... #

Add a Digital 5ignature...

Ensure the integrity of your document
by adding an invisible digital signature.

Erint... *

Finish g
Compatibility Checker...

Check the document for features not
send * supported by earlier versions of Word.

Mark As Final

Let readers know the document

SLLIEL g is final and make it read-only.

Do NG ZL U D (&

Close

=] Word Options | |)( Exit Waord |

To set specific permission and restrictiselect from the following



— Iv iRestrict permission to this document;

The following users have permission to this document:

Mame | Access Level | Add...

administrator @contoso,com Full Control
Remove |

Additional permissions for users:
[T This document expires on:

| =l

Enter date in format: M{dny
[ Print content

[ Allow users with read access to copy content

[ Access content programmatically

Additional settings:
¥ Users can request additional permissions from:

Imailb:u:adminish’ab:-r @rontoso.com %

I Reguire a connection to verify a user's permission

Set Defaults... |

QK I Cancel |

For example, @ocument opened by a user who has+@&algt access will not be able to
print and copythe document as seen below



41

D) =

-

~ Home Insert
; New...
!
7 Open...
].
D
Finish 4

RMS (SP2) enabldsiformation Rights Management (IRM) in Microsoft Office
SharePoint Server 200TRM for SharePoint 200Zan be enablethroughthe central
administration page:

Revision and change control can be enforced through cheakdatidit trail poligesas
discussegbreviously in this document



